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Introduction 
AuthorizationHub (“AuthorizationHub,” “we,” or “us”) has developed this Privacy Policy to 
explain how we collect, use, and share personal data about you through our website and 
services. This Privacy Policy is effective as of today, September 29, 2025. If you have any 
questions about this Privacy Policy, please contact us at privacy@authorizationhub.com. 

By using the AuthorizationHub website or any associated services where this Privacy Policy 
is displayed, you agree to the collection, use, and sharing of your personal data as 
described here. AuthorizationHub may act as either the Controller or Processor of your 
personal data, depending on how the data is provided to us—either directly by you, by a 
third party, or collected from your interactions with us, as detailed below. 

How We Use Your Information 

AuthorizationHub may collect or receive personal information about you, including but not 
limited to your username, password, full name, email address, company name, job title, 
phone number, and other contact information. You decide what information to share with 
us, but if you choose to withhold certain data we request, you might not be able to access 
some features or services on our website or platform. 

We collect personal information at various times, including but not limited to: 

• When we communicate with you as a customer or potential customer; 

• When you visit our website or use our services; 

• When you register for an account or service; 

• When you participate in surveys or subscribe to our mailing list; 

• When you reach out to us for support; 

• When our systems collect error reports or usage data; and 

• When we provide services on behalf of our customers. 

 



AuthorizationHub does not require you to provide sensitive information such as racial or 
ethnic origin, political opinions, religious or philosophical beliefs, trade union 
memberships, genetic data, biometric data, health information, or data concerning sexual 
orientation. If you choose to provide any such sensitive information, you acknowledge and 
consent to AuthorizationHub processing that information. 

Additionally, some personal information may be collected by third-party service providers 
or vendors working with AuthorizationHub, including payment processors or support ticket 
systems. If you interact with third-party services, such as social media platforms where you 
have an account, those third parties may collect additional information independently of 
AuthorizationHub. 

Lawful Basis for Processing 
AuthorizationHub processes your personal data only when there is a valid legal reason to 
do so. These reasons include: your explicit consent; when processing is necessary to fulfill 
a contract or agreement with you; and when processing serves our legitimate interests or 
those of trusted third parties, as long as those interests do not infringe on your 
fundamental rights and freedoms. Legitimate interests may involve activities such as: 

• Ensuring compliance with applicable laws and regulations; 

• Protecting the security and integrity of our systems and services; 

• Managing and improving our business operations and offerings; 

• Maintaining effective communication and relationships with our customers. 

 

Your Rights: Access, Correction, Deletion 
AuthorizationHub retains the personal data you provide when registering on our website 
and using our services for as long as your account remains active, or for a limited period 
afterward as necessary to fulfill the purposes for which the data was collected, unless 
otherwise required by law. We also retain information as described in the “How We Use 
Your Information” section. 

Under applicable laws, you may have the right to request access to the personal 
information AuthorizationHub holds about you. To make such a request, please contact us 
at privacy@authorizationhub.com. We may need to verify your identity before fulfilling your 
request. 

If you believe any information we hold is inaccurate, you can request a correction by 
contacting us at the same email address. You may also have the right to request deletion of 



your personal data. Please note that we may not be able to delete anonymized or 
aggregated data. 

 

How We Use Your Information 
AuthorizationHub uses the personal information we collect or receive to: 

• Provide and deliver the API security products and services you request; 

• Manage our relationship with you and offer customer support; 

• Analyze your interactions with our website and services to enhance and improve 
them; 

• Send you communications via email, mail, phone, or mobile devices about 
products, services, or offers that may be relevant to you; 

• Enforce our agreements and terms of service with you; 

• Act as a data processor on behalf of our customers when engaged to do so; 

• Operate and manage our business effectively; 

• Comply with legal obligations, respond to lawful requests, prevent fraud, or address 
threats to safety; and 

• Perform any other functions disclosed to you at the time of data collection. 

We may use third-party service providers to support our operations. These providers may 
have access to your personal data only to perform services on our behalf and must protect 
your information in accordance with our policies. However, AuthorizationHub is not 
responsible for any misuse of data by these third parties. 

 

How We Share Your Information 

(a) Personally Identifiable Information: At AuthorizationHub, we do not sell your email 
address or any other personally identifiable data to third parties without your explicit 
consent. Your information may be stored on secure servers operated by our trusted hosting 
partners, but we maintain strict safeguards to protect your data. If you choose to make any 
personal information public on our site—like posting comments or reviews—this 
information will be visible to others. Beyond that, we only share your personal data with 
service providers, vendors, or consultants who assist us in running our business. We will 
inform you if we intend to share your information in any other way, giving you the chance to 



opt out. Sometimes, we collaborate with select partner companies to offer services 
aligned with your interests, but these partners never receive your email or any other 
personally identifiable information that would allow them to contact you directly. 

(b) Non-Personally Identifiable Information: When you register or fill out contact forms 
on AuthorizationHub’s website and services, we may ask for basic contact details (like your 
name and email) and demographic information. We use your contact info to send you 
updates about AuthorizationHub and occasionally promotional offers from select partners. 
Demographic and profile data help us customize your experience, showing you relevant 
content and tailoring the site to your preferences. Additionally, we keep records of your 
interactions with our website and applications—including usage stats, activity logs, and 
click data. We may share this information with third-party service providers or present it in 
aggregated form with data from other users, ensuring that no individual user can be 
identified. 

(c) When We Might Share Your Information: AuthorizationHub may be required to 
disclose your information in response to legal demands, such as subpoenas, court orders, 
or other lawful processes. We may also share your information if we believe it’s necessary 
to: (i) comply with law enforcement or legal obligations; (ii) enforce our agreements with 
you; (iii) safeguard the security and integrity of our website, apps, or services; or (iv) protect 
the rights, safety, or property of AuthorizationHub, our users, or others. 

(d) Changes in Ownership or Control: If AuthorizationHub undergoes a business 
transaction—such as a merger, acquisition, sale, or transfer of assets—your information 
(including names, email addresses, and other data related to our services) may be 
transferred as part of that transaction. In the event of such a change, we will notify you by 
email and/or post a notice on our website explaining any new ownership or changes to how 
your information is handled. 

(e) Behavioral Targeting and Retargeting: We may work with advertising partners or allow 
third-party advertisers to display ads on our websites and apps. These advertisers might 
use technologies like cookies to track your activity across multiple sites, so they can show 
you ads tailored to your interests and browsing behavior. You can usually opt out of this 
tracking by adjusting the settings on your browser or mobile device, or directly through the 
advertising companies. For instructions on managing or disabling cookies and other 
tracking tools, please check your browser or device settings. Note that if you use our 
services on a mobile device, your ability to control tracking may be limited. For additional 
details, please see the Cookies section below. 



(f) Testimonials: We may share user testimonials anonymously. With your permission, we 
might publish your testimonial along with your name. If you ever want to update or remove 
your testimonial, just reach out to us at privacy@authorizationhub.com. 

How We Store and Process Your Information 

Information collected by AuthorizationHub may be stored or processed in the United 
States, the European Union, Canada, or other countries where we or our service providers 
operate. This means your data may be transferred across borders, including from your 
country of residence to other jurisdictions. If you are located in the European Union or 
other regions with laws restricting transferring of data, please note that we will comply with 
laws applicable to us. 

How We Protect Your Information 

At AuthorizationHub, safeguarding your data is a top priority. We implement industry-
standard security measures to protect personal information during transmission and 
storage, including encryption, access controls, and secure server environments. These 
safeguards are designed to help prevent unauthorized access, misuse, loss, or alteration of 
your data. 

That said, no system can be completely secure. While we strive to protect your personal 
information, we cannot guarantee absolute security. Information you transmit to us is done 
at your own risk. 

If you have any questions or concerns about security, feel free to contact us at 
privacy@authorizationhub.com. 

Cookies 

AuthorizationHub uses cookies—small text files stored on your device by your browser—to 
enhance your experience on our website and services. On their own, cookies do not 
provide us with personally identifiable information unless you voluntarily supply that 
information (for example, by creating an account or submitting a form). 

Once you provide personal information, it may be associated with the data collected 
through cookies. We use cookies to better understand how visitors use our site and 
applications, to improve functionality and performance, and to offer content or services 
that are more relevant to you. 

Most web browsers give you control over cookie settings, including the ability to block or 
delete them. To manage cookies, please refer to the privacy or security settings in your 
browser.  
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Links 

AuthorizationHub may include links to third-party websites or services for your 
convenience. Please note that we are not responsible for the content, privacy policies, or 
security practices of those external sites. Any links to third-party resources do not imply 
endorsement or affiliation. 

Additionally, other websites not affiliated with AuthorizationHub may link to our site 
without our knowledge or consent. We do not control those links and are not responsible 
for the content or practices of any external websites. 

Children’s Privacy 

AuthorizationHub does not knowingly collect personal information from individuals under 
the age of 13. If you are under 18, you should use this website or our services only with the 
involvement of a parent or legal guardian, and you should not submit any personal 
information to us. 

If we become aware that we have collected personal data from a child under 13 without 
verified parental consent, we will take commercially reasonable steps to delete that 
information from our systems. 

Your California Privacy Rights 

AuthorizationHub does not currently respond to browser-based “Do Not Track” (DNT) 
signals or similar mechanisms. Additionally, third parties may collect personal data about 
your online activities over time and across different websites when you use our site or 
services. 

Our website and services are not designed to appeal to minors. However, if you are a 
California resident under the age of 18 and a registered user of our website or services, 
California Business and Professions Code Section 22581 allows you to request the removal 
of content or information you have publicly posted. To submit such a request, please email 
us at privacy@authorizationhub.com with a detailed description of the content or 
information you wish to have removed. 

Please note that this request does not guarantee complete or comprehensive removal of 
the content. There may be circumstances where the law does not require or permit us to 
remove the content, even if requested. 

California residents with an established business relationship with us may also opt out of 
the disclosure of their personal information to third parties for direct marketing purposes. 
To make such a request, contact us at privacy@authorizationhub.com. 



International Transfer of Your Personal Information 

Some of AuthorizationHub’s website and associated services are hosted and operated in 
the United States, and are governed by U.S. laws. If you are accessing our services from 
outside the United States, please be aware that any personal information you provide will 
be transferred to, stored, and processed in the United States. 

By using our website or services, you acknowledge and consent to the transfer of your 
personal data to the United States. Please note that U.S. data protection laws may differ 
from those in your jurisdiction and may not provide the same level of privacy protections. 

Where required, we take appropriate steps to ensure that international data transfers are 
conducted in compliance with applicable data protection laws. 

Amendments 
AuthorizationHub reserves the right to update or modify this Privacy Policy at any time. If 
we make material changes to how we use your personal information, we will notify you 
either by email (if you’ve provided it) or by posting a prominent notice on our website at 
www.authorizationhub.com, at least thirty (30) days prior to the change taking effect. 

Your continued use of our website or services after any such changes constitutes your 
acceptance of the updated Privacy Policy. This policy cannot be modified or amended 
except in a written document that clearly references this Privacy Policy and is signed by 
both parties. 

Successors and Assigns 
This Privacy Policy will apply to and be binding upon any successors, assigns, or future 
owners of AuthorizationHub, including in the event of a merger, acquisition, or sale of all or 
a portion of our assets. 

Contacting Us 
If you have any questions about this Privacy Policy, our data practices, or your interactions 
with our website or services, please contact us at: 

        Email: privacy@authorizationhub.com 

  Website: www.authorizationhub.com 

You may also contact us to request access to, corrections of, or deletion of personal 
information we hold about you. Upon request, we will provide access to the personal data 
we maintain (such as name, email, or other contact details), as required by applicable 
laws. 

To update or remove your information, you can: 



• Email us at privacy@authorizationhub.com, or 

• Visit www.authorizationhub.com and submit a request through our contact form. 

Opt-Out 
AuthorizationHub offers users the option to opt out of receiving marketing and promotional 
communications, excluding essential transactional messages. To opt out, you can either: 
(i) email us at privacy@authorizationhub.com, or 
(ii) click the unsubscribe link provided in any marketing email we send. 

 


